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TSMExplorer functions 
TSMExplorer is a solution for the administration and monitoring of IBM Spectrum Protect (SP). 
 
TSMExplorer possesses the following features: 

• Easy to use user interface for managing SP servers 
• Easy installation 
• Low requirements to hardware resources 
• Implementation of all functions available through standard dsmadmc management 

console 
• Implementation of graphical charts for displaying data 
• Collects and displays statistical information on SP server work 
• Save SP configuration, volume history, device configuration file 
• Generates reports, alerts and sends them to users. 
• Performs constant monitoring SP servers’ key parameters 

TSMExplorer Software requirements 
TSMExplorer supports the following operations systems: 

• Windows System; 
• Unix Systems; 
• Supported SP version: 6.x, 7.x, 8.x 

 
 
 
Front-end is not required Java for work. Just run browser and go. 
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TSMExplorer Hardware requirements 
TSMExplorer requires: 

• 1024 Mb memory. 

TSMExplorer Installation in Windows (portable version) 
• download file tsmexp_winx64.zip from https://www.tsmexplorer.com/ site; 
• Install Spectrum Protect Client with administrative clients (dsmadmc.exe); 
• extract zip file to any directory; 
• copy license key key.lic to application path; 
• run install_service.cmd as administrator for installation windows service; 
• check windows service "TSMExplorer Server"; 
• open browser and go to https://host:5020/start 
• default login/password is admin/admin 
To uninstall TSMExplorer just stop application and remove directory by  
> uninstall_service.cmd 
> delete path /TSMExplorer 

TSMExplorer Installation in Linux and AIX (portable version) 
• download file tsmexp_aix.zip or tsmexp_linx64.zip; 
• Install Spectrum Protect client with administrative clients (dsmadmc); 
• extract zip file to any directory; 
• copy license key key.lic to application path; 
• set chmod 0755 for file tsmexp.rc; 
• change variable PATH_TSMEXPLORER to absolute path in tsmexp.rc; 
• run > tsmexp.rc start' for start service; 
• open browser and go to https://host:5020/start; 
• default login/password is admin/admin 

To uninstall TSMExplorer just stop application and remove directory by  
> tsmexp.rc stop  
> rm –rf /TSMExplorer 

TSMExplorer Installation for Unix Systems 
• download file tsmexp_unix.zip from https://www.tsmexplorer.com/ site; 
• install Java 11 or later version; 
• Install Spectrum Protect client with administrative clients (dsmadmc); 
• extract zip file to any directory; 
• copy license key key.lic to application path; 
• set chmod 0755 for file tsmexp.rc; 
• change variable PATH_TSMEXPLORER to absolute path in tsmexp.rc; 
• run > tsmexp.rc start' for start service; 
• open browser and go to https://host:5020/start; 
• default login/password is admin/admin 

 
To uninstall TSMExplorer just stop application and remove directory by  
> tsmexp.rc stop  
> rm –rf /TSMExplorer 
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Additional command (UNIX): 

• > tsmexp.rc stop - stop service 
• > tsmexp.rc status - show status service 
• > tsmexp.rc restart - restart service 
• > tsmexp.rc license - show license 

 
Additional command (Windows): 

• > TSMExplorer.exe stop - for stop service 
• > TSMExplorer.exe status - show status service 
• > TSMExplorer.exe restart - restart service 
• > TSMExplorer.exe license - show license 
 

TSMExplorer Config 
 
Standard app.cfg file for manager application 
 
port = 5020  // communication port 
lockport = 27550 // inside service port for application 
ibmlib = false  // enable/disable function for manage IBM libraries TS3500 and TS4500 
restapi = true  // enable/disable REST-API for Spectrum Protect Servers 
restport = 16020 // REST-API communication port for Spectrum Protect Servers 
 

 

TSMExplorer Upgrade 
• stop application service 
• update all files except app.cfg, tsmexp.rc   
 

License Model 
All license information for the “TSMExplorer” software is contained in a single file with the 
name "key.lic”. This file is valid equally for the client and the server component of the 
“TSMExplorer" software.  For activating the licensed version, the key.lic file must be located in 
the root directory where the program is installed. You can look at product license and other 
parameters in menu “About” 

  You can send request to support@tsmexplorer.com to get temporary license keys. 
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Preferences and SP Server Registration. 
 

 
 

• Domain – auto-set “@yourdomain” to login form 
• Dsmadmc path – manual set path to dsmadmc 
• Java key store file – manual personal jks file with your personal certificate for validate 

SSL connection 
 
 

Create personal jks (certificate) file 
To create keystore: 
keytool -genkeypair -v -alias tsmsrv.yourdomain.com -keyalg RSA -keysize 2048 -validity 730 -
keystore TSMExplorer.jks -storepass XXXX -storetype JKS 
  
To generate certificate request: 
>keytool -certreq -v -alias tsmsrv.yourdomain.com -file tsmsrv.yourdomain.com.csr -keypass 
XXXX -keystore TSMExplorer.jks -storepass XXXX -storetype JKS 
  
To import CA root certificate: 
>keytool -import -v -trustcacerts -alias YOUR_CA_ROOT -file root.cer -keystore 
TSMExplorer.jks -storepass XXXX -storetype JKS 
  
To import CA intermediate certificate: 
>keytool -import -v -trustcacerts -alias YOUR_CA_INTERMEDIATE -file intermediate.cer -
keystore TSMExplorer.jks -storepass XXXX -storetype JKS 
  
To import signed certificate: 
>keytool -import -v -alias tsmsrv.yourdomain.com -file tsmsrv.yourdomain.com.cer -keypass 
XXXX -keystore TSMExplorer.jks -storepass XXXX -storetype JKS 
  
To list certificates in keystore: 
>keytool -list -v -keystore TSMExplorer.jks -storepass XXXX -storetype JKS 
 
 
Or use https://keystore-explorer.org   for generate jks file 
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Registration of any new SP Server in TSMExplorer includes the following properties: 

• Name of SP Server 
• SP server address (TCP/IP address) 
• SP server port number 
• Name of SP server administrator  
• Password of SP server administrator 
• Encoding message from SP server (for different localization of SP) 
• Enable/Disable collection data from SP server 
• SP server description 

 

 
 

 

After registration, the SP server will appear in the list. Available SP server gets online status.  

All passwords are encrypted and stored in database. 

Use this command «accept date» from menu to cause the server to accept the current date 
and time as valid when an invalid date and time are detected. 
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TSMExplorer Interface 
TSMExplorer layout consists of 3 main parts: 

• Tivoli Storage Manager logical component tree on the left.  
• When selecting a tree component its full information opens on the right. 
• The buttons for opening separate windows are situated in the left bottom corner. 

 
 
Any element of the logical tree can open and have a menu that is activated by the right mouse 
button. Any list of data has a menu that is activated by the right mouse button. 
Dialog windows have the HELP button to display a window with information on the current 
operation. 
Most lists can be exported to HTML, CSV, EXCEL or PDF format. 
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Server configuration 
“Server name” root item opens the SP server properties description.  

Server properties are grouped into tabs for convenient viewing. 

 

Domains 
Policy Domain item allows to perform the following operations:  

• Create and change Domains, Policy Set 
• Create and change Management class and Copy Groups 
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Nodes 
 

 

Occupancy 
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Collocation groups 
 

 

 
 
 
 

Node groups 
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Virtual Machines 
 

 

Schedules/Events 
Schedule item allows to perform operations: 

•  Create and change Client's schedules  

§ TSMExplorer has a convenient interface for viewing, creating and changing client’s 
schedules, viewing and changing the associations of client nodes and schedules. 

• Create and change Administrative schedules 

• View Events/Events timeline 

§ TSMExplorer allows viewing the events related to client and administrative 
schedules, as well as viewing graphical image of the start time and the duration of 
schedule for estimation of the schedule window load. 
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Device Classes/Storage Pools 
Device Classes/Storage Pools item allows to: 

• Create, change, delete, define Device Classes 
• Create, change, delete Storage Pools 
• Define Volumes for Storage Pool and perform operations on them 

View Occupancy and Chart Occupancy 
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Hardware 
Hardware item allows to: 

• Create, change, delete libraries and define paths to them 
• Create, change, delete drives and define paths to them 
• View volumes 
• Perform check-in, checkout, label operations 
• Define data movers 
• View SAN devices 
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Enterprise Administration 
Enterprise Administration item allows to manage server’s interaction  
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Server Maintenance 
Server Maintenance item allows to: 

• Manage database SP, define volumes for database, define triggers 
• Manage Recovery Log, define volumes for Recovery Log, define triggers 
• View volume history  
• Create and edit scripts  
• Create and edit user accounts, define user rights 
• View and register SP licenses 
• View PVU 
• View SP table structure 
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DRMedia 
 

 
 

Server Activity 
The item allows to perform the following operations: 

• View history of current activity 
• View activity timeline of migration, backup, archive processes 
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Daily Amount 
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Dashboard 
 

 
 
 

Activity Log 
Open a tab or a separate window for convenient viewing of the Activity Log. You can indicate 
various parameters for the selection of logs, as well as select filters to choose the required log 
entries. 
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Sessions/Processes/Requests 
 

 
 

Command Line 
Command Line opens a separate window for enhanced graphic mode of SP dsmadmc console. 
The console allows you to display the results of commands in the List or Table mode. The user 
can run separate SP commands and predefined SP scripts. 
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Help ADSM 
 

 

Statistical Reports 
Collector performs statistics collection based on SP server with predefined intervals. Statistical 
data are displayed in charts for your convenience. Based on charts analysis you can understand 
the current state of the system and the dynamics of its development. 
Statistical reports include: 

• Database usage - stats are collected once a day 
• Recovery Log Usage - stats are collected every 15 minutes 
• Daily amount of operations backup, archive, restore, retrieve, migration - stats are 

collected once a day 
• Disk and File pool usage - stats are collected every 15 minutes 
• Sequential pool usage - stats are collected once a day 
• Tape usage - stats are collected once a day 
• Session - stats are collected every 15 minutes 
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Mail Server Registration 
To send reports and alerts, users must first determine the SMTP mail servers. To improve 
reliability, you can define two SMTP servers. If one of them is unavailable, collector will attempt 
to send information via the second SMTP server. 
Registration of any new SMTP Server includes the following parameters: 

• SMTP server 
• SMTP port 
• From name 
• From email 
• Username and Password for SMTP with authentication 
• Use SSL connection 
• TLS enabled 
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User and Users Group Registration 
In order to send reports and alerts it’s necessary to create user and include him into the user’s 
group. 
Registration of any user includes the following parameters: 

• Name 
• Email 
• Description 
• Type user (System Administrator, SP Administrator, Client) 
• Type authentication (local, login for LDAP: login@domain) 
• Password 

Local super administrators  
- local authorization/ LDAP authorization 
- add/modify users, groups, servers, remote access list, reports, alerts, smtp, connect to SP servers with 

registered credentials or “connect as” after authentication. 

 
SP administrators/operators 

- SP authorization only, administrator gets list of servers with current personal credential 
- SP operations with personal SP credentials or “connect as” after authentication with new credential 
- View statistic for successful access SP servers 
- To access via SP authorization, there is no need to create a user account inside the application.. 
- Using this role if you have many servers with other admins and operators with difference credentials and 

roles inside SP environment. 
 
 Users  

- local, LDAP user/LDAP group authorization or without authorization (for getting reports via email) 
- Getting reports via email 
- Access to mini-portal for controlling and checking status of backups for selected nodes groups 
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User can access to simple interface with yourself list of nodes for monitoring. 

 

 

 

Reports 
Collector has the function of creating reports on SP server work. The report is sent as 
schedule to addresses of the current group users. In case if you haven’t selected the user’s 
group, the report will still be saved in the database and can be viewed in the history tab.  
The report can be viewed both in TSMExplorer and browser. 
 

List of reports 
The following standard reports exist: 

• Database utilization - report about the state of SP database 
• Recovery log utilization – report about the state of Recovery log 
• Volume history – report about current volume history 
• Failed/Missed client Schedules – report about schedules with Failed/Missed status 

within the last N days 
• All client Schedules – report about all schedules within the last N days 
• Nodes without schedule - report about nodes without schedules 
• Expiration for node less 5 days – report about nodes that expire within 5 days 
• New registered nodes – report about new nodes for covered hours 
• Administrative schedule - report about administrative schedules within the last 10 days 
• Failed NAS backup – report about failed NAS backup for covered hours 
• Server/storage agent not active – server and storage agent are not active for last hour 
• Drives not online – report about the current state of drives 
• Paths not online – report about the current state of paths 
• DRMedia – report about the current state of DRM 
• Virtual – report about client activity for virtual hosts 
• Client activity - report about client activity for covered hours 
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• Storage pool summary – report about the current state of storage pool 
• Library volumes – report about library volumes 
• Volume read/write error - report about the current number errors for volumes 
• Unavailable volumes - report about currently unavailable volumes 
• Activity log message(originator=server) - server's activity log for covered hours 
• Activity log message(originator=client) - client's activity log for covered hours 

 

 

Define custom request 
You can define a customized request for the report. 
Registration of custom report includes the following parameters: 

• Name of request 
• Description of request 
• ADSM request 
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Define new report 
Define of new report includes the following parameters: 

• Name of report 
• Active report 
• Description 
• Users group 
• SP server 
• Covered hours 
• Start time 
• Start date 
• Day of week 
• Domains 
• Default request 
• Customized request 
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Report’s Logs 
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Alerts 
Collector has the function of immediate alerts to users in case if any SP server parameter has 
exceeded the limit and established an invalid status or requires other administrator’s actions. 
The standard alerts include: 

• DB usage 
• Log recovery usage 
• Volume read/write errors 
• SP server availability 
• Number session higher than 
• Number scratch tapes lower than 
• Drives not online 
• Paths not online 

 
Registration of alert includes the following parameters: 

• Name of alert 
• Format alerts 
• Active on/off 
• SP server 
• Users group 
• Description 
• Alerts 
• Code server messages 
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Extended events 
 
TSMExplorer can get extended events from client scripts that doesn’t use standard scheduler. 
 
Check app.cfg file. For activation function REST-API you have to set restapi=true 
 
Use sample files event_unix.sh or event_win.cmd for create their personal client scripts (path 
TSMExplorer/files/extevent/curl_scripts/) for extended event 
 
You can get CURL for windows https://curl.se/windows/ 
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TSMExplorer server Rest-API 
 
TSMExplorer has REST-API for connection to Spectrum Protect Servers. 
Set variable for activation REST-API in app.cfg for activation function 
 
restapi = true  // enable/disable REST-API for Spectrum Protect Servers 
restport = 16020 // REST-API communication port for Spectrum Protect Servers 
 
 
ADSM result (query or select) 
 
Request  
 
POST     http://address:port/request 
JSON body 
{ 
  "server": "south", 
  "admin": "admin", 
  "password": "password",  
  "request": "select domain_name from domains" 
} 
 
Response 
 
{ 
  "request": "select domain_name from domains", 
  "message": "", 
  "code": "0", 
  "server": "south", 
  "result": [ 
    { 
      "DOMAIN_NAME": "AAA1" 
    }, 
    { 
      "DOMAIN_NAME": "AD" 
    }, 
    { 
      "DOMAIN_NAME": "AIX_SB" 
    } 
} 
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ADSM command (define/update/delete and etc.) 
 
Request 
 
POST     http://address:port/command 
 
JSON body 
{ 
  "server": "south", 
  "admin": "admin", 
  "password": "adminpassword",  
  "command": "define domain aaa1" 
} 
 
 
Response 
 
{ 
  "command": "define domain aaa1", 
  "message": "ANR1500I Policy domain AAA1 defined", 
  "code": "ANR1500I", 
  "server": "south" 
} 
 
 
 
 
 

 email: info@tsmexplorer.com  
 web: https://www.tsmexplorer.com/ 


